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Regional Centre for Biotechnology, Faridabad
IT infrastructure usage Policy

Preamble :

Regional Centre for Biotechnology (RCB) is an institution for education,
training and research established by the Department of Biotechnology, Govt.
of India in the auspices of UNESCO as a Category II Centre. The primary
focus of RCB is to provide quality education, training and conduct
innovative research at the interface of multiple disciplines to create high
quality human resource the interdisciplinary areas of biotechnology in a
globally competitive research milieu. The Faculty, Staff and Students of RCB
have been allocated desktop systems which are connected to the campus
network. The campus network is connected to the Internet via leased
circuits from two different service providers. A user-friendly, web-based
email and Internet services are made available across the campus to all the
users.

The internet access is an essential, though a limited, shared and expensive
resource, and can easily be congested by uncontrolled and arbitrary usage.
The academic users expect a certain level of performance and availability.
Further, certain legal issues arise when connecting the private network of a
national institute to the public Internet. It is because of such reasons that it
has been felt necessary to develop an IT infrastructure/Internet usage policy
for the institute and users to follow the same.

General Guidelines for the RCB community:

1. Many network usage issues are covered by the Indian IT Act 2000
amendment 2008*, violation of which is an offence under national law.

2. The RCB campus network and Internet access resources are meant for
official use and academic activities by faculty, staff and students of the
Institute. Use of network resources for personal purposes is discouraged.

3. The network resources should be viewed with a sense of ownership and
participation, and the users should actively help to prevent and to
interdict any misuse. Procedures laid down, from time to time, regarding
the management of network resources and computing facilities, must be
understood and followed meticulously by the user community.

4. All information carried by the network is subject to scan for the purpose
of detecting and identifying inappropriate use. As such the privacy of
information carried by the network is not guaranteed. Such scanning
will be done only on approval by a competent authority. This is in
concordance with the Indian IT Act 2000.
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5. The users are expected to be aware of the contents of this policy
document, and agree to abide by its provisions. Once adopted, this
policy will be publicly posted (for example, on the RCB web site), and all
individuals who use RCB network resources will be made aware of this
policy.

6. There will be a standing committee(comprising of PI/head of the division,
Senior Manager Administration or Dean/Registrar along with IT faculty
in-charge that looks into all violations of this policy, and recommends
suitable action.

Policy:

1. Appropriate Use:
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a.

The RCB campus network and Internet access will not be used
for commercial activity, personal advertisement, solicitations, or
promotions, such as hosting of commercial websites, or email
broadcasts of commercial promotions to the RCB community.

. Users are expected to respect the privacy of other users and

they may not allow any other person to use their password or
share their account. It is the users’ responsibility to protect
their account from unauthorised use by changing the
passwords periodically and using passwords that are not easily
guessed.

Any attempt to circumvent system security, guess others’
passwords, or in any way gain unauthorised access to local or
network resources is forbidden. Users may not use another
person’s computing account, attempt to forge an account
identity, or use a false account or email address.

Transferring copyrighted material to and from the RCB systems
without express consent of the owner is a violation of
international law. If done so, it will be the sole responsibility of
the user.

As such, non-RCB organizations (such as commercial outlets
operating on the RCB campus) will not be connected to the RCB
network, and cannot be a part of the RCB domain space.

The downloading of audio and video files is to be done strictly
for official/academic purposes.

Recreational downloads and peer-to-peer connections for
recreational purposes are banned.

Playing of games in RCB laboratories or using RCB facilities is
strictly prohibited. Internet chat is also banned.

Access to sites that are banned under law or that are offensive
or obscene is prohibited. This is also an offence under the
Indian IT Act 2000.

Use of the network to tamper with information on other
computers, to deliberately spread harmful programs, to hack


http://rcb.ac.in/upload/Cyber%20Security%20Awareness%20Programme%20RCB%2022.12.2016.pdf

intol] and compromise other systems, or to cause damage of
any kind using the internet, is prohibited, and is an offence
under the Indian IT Act 2000. The user is liable for any civil
losses caused, in addition to criminal prosecution under the
Indian IT Act 2000.

2.  Email Usage:

a.
b.

The email service should be used primarily for official purposes.
To the extent possible, users are expected to use only their
official email addresses provided by RCB for official
communications.

Since email accumulates over time, the storage in email servers
can overflow. Users must, therefore, regularly clean out their
mail-boxes, failing which system managers may delete excess
emails.

Use of the email service to send fraudulent, threatening,
anonymous or harassing emails is prohibited.

3. Use of only Licensed Software:

a.

b.

C.

Software programs are covered by copyrights and a licence is
required for their use. Users must ensure that they have either
a commercial or public licence (as in the case of 'free' software)
for any software they install on the systems that they are
responsible for.

Use and exchange of pirated software over the network is
prohibited.

The downloading and use of software that is not characterized
as public domain or 'free' is prohibited.

4. System Protection:

a.

Users access the network via desktop/laptop machines on the
campus network. Users are responsible and accountable for the
usage of the systems allocated to them.

. Users must take adequate measures to prevent network misuse

from computer systems that they are responsible for.
Reasonable care should be taken to minimize the vulnerability
of systems attached to the campus network. In particular, users
must apply appropriate service packs and antivirus and client
security solutions in their MS Windows machines, and
necessary upgrades and OS patches for other systems.

Users are expected to take proper care of equipment, and are
expected to report any malfunction to the staff on duty or to the
in-charge of the facility. Users should not attempt to move,
repair, reconfigure, modify, or attach external devices to the
systems.

5. Bring Your Own Device:
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. At RCB we acknowledge the importance of mobile technologies

in improving communication and productivity. In addition to the
increased use of mobile devices, staff members/research
personnel/students have requested the option of connecting
their own mobile devices to RCB's network and equipment.

. The personally owned mobile devices approved to be used at

RCB are notebooks, smart phones, tablets, iPhone, removable
media etc.

. Employees when using personal devices for official/academic

use will register the device with IT.

. Personal mobile devices can only be used for the following

purposes email access, internet access, telephone calls etc.

. Each employee who utilises personal mobile devices agrees:

i. Not to download or transfer RCB or personal sensitive
information to the device. Sensitive information includes
intellectual property, other employee details etc.

ii. Not to use the registered mobile device as the sole
repository for RCB's information. All RCB information
stored on mobile devices should be backed up by the
users.

iii. To make every reasonable effort to ensure that RCB's
information is not compromised through the use of mobile
equipment in a public place. Screens displaying sensitive
or critical information should not be seen by
unauthorised persons and all registered devices should be
password protected

iv. To maintain the device with current operating software,
current security software, anti-virus etc.

v. Not to share the device with other individuals to protect
the RCB data access through the device

vi. To abide by RCB's internet policy for appropriate use and
access of internet sites etc.

vii. To notify RCB immediately in the event of loss or theft of
the registered device

viii. Not to connect USB memory sticks from an untrusted or
unknown source to RCB's equipment.

f. All employees who have a registered personal mobile device for

use acknowledge that the RCB:
i.  Owns all intellectual property created on the device
ii. Can access all data held on the device, including personal
data
iii.  Users are responsible for back-up of data held on the
device
iv.  Will delete all data held on the device upon termination of
the employee. The terminated employee can request
personal data be reinstated from back up data
v. Has the right to deregister the device for RCB use at any
time.



g. The following must be observed when handling mobile
computing devices (such as notebooks, tablets and iPads):

i.  Mobile computer devices must never be left unattended in
a public place, or in an unlocked house, or in a motor
vehicle, even if it is locked. Wherever possible they should
be kept on the person or securely locked away

ii.  Cable locking devices should also be considered for use
with laptop computers in public places, e.g. in a seminar
or conference, even when the laptop is attended

iii.  Mobile devices should be carried as hand luggage when
travelling by aircraft.

6. Appropriate Use of Electronic Information Resources

The RCB has acquired several commercial information
resources (e.g., citation databases, electronic journals, and journal
archives) that are connected to the campus network. Further, the
Institute subscribes to several such resources available over the
Internet. These resources are extremely valuable to the academic
community, but their use is bound by certain contractual obligations.
Users are responsible for having read and understood these
contractual terms while accessing these resources over the network.
Users can refer to the library web-site for related policies and
instructions.

Violations of policy will be treated as academic misconduct,
misdemeanor, or indiscipline as appropriate. Depending upon the
nature of the violation, the institute authorities may take an action by
issuing a warning through disabling the account. In extreme cases,
the account may be completely deleted and/ or the user prohibited
access to IT facilities at RCB, and/ or sent to the Institute disciplinary
action committee as constituted by the Institute authorities.

The policy may change as and when it is considered appropriate
and new policies or the changes in policy will take effect immediately
after a brief announcement by any means, e-mail, printed notices, or
through the news groups.
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Regional Centre for Biotechnology, Faridabad (RCB)
Computer Centre

Undertaking with respect to RCB IT Usage Policy

To Whom this Document Concerns
All Users of IT infrastructure (Computers and the Network) at RCB.
Reason for Policy

This policy outlines the responsible use of the Information Technology
Infrastructure at RCB.

Statement of Policy

All users of RCB internet and computing devices will be subject to the
following Acceptable Use Policy.

1. [Content] I shall be responsible for all use of this network. In case I own a
computer/computing device (notebooks, smart phones, tablets, iPhone, removable
media) and decide to connect it to RCB network, I will be responsible for all the
content on it, especially that which I make available to other users. In case I do not
own a computer but am provided some IT resources by RCB, I will be held
responsible for the content stored in the designated workspace allotted to me
(examples: file storage area, web pages, stored/archived emails, on Computer
Centre or Department machines).

2. [Network] I will be held responsible for all the network traffic generated by “my
computer”. I understand that network capacity is a limited, shared resource. I
agree that physically tampering with network connections/equipments, sending
disruptive signals, or making EXCESSIVE USE of network resources is strictly
prohibited. Connecting of hubs, switches, repeaters, access points etc. to any of the
network port of RCB is not permitted. Repeated offenses of this type could result in
permanent disconnection of network services. I shall not share the network
connection beyond my own use and will not act as a forwarder/ masquerader for
anyone else.

3. [Academic Use]l understand that the IT infrastructure at RCB is for
academic/official use and I shall not use it for any commercial purpose or to host
data services for other people or groups. Also, I shall not host or broadcast
information that might harm others or may be otherwise considered objectionable
or illegal as per Indian law.

4. [Identity] I shall not attempt to deceive others about my identity in electronic
communications or network traffic. I will also not use RCB IT resources to threaten,
intimidate, or harass others.

7|Page



5. [Privacy] I will not intrude on privacy of anyone. In particular I will not try to
access computers (hacking), accounts, files, or information belonging to others
without their knowledge and explicit consent.

6. [Monitoring] I understand that the IT resources provided to me are subject to
monitoring, with cause, as determined through consultation with the RCB
management, when applicable. The monitoring may include aggregate bandwidth
usage to effectively manage limited IT resources as well as monitoring traffic
content in response to a legal or law enforcement request to do so. I authorize RCB
to perform network vulnerability and port scans on my systems, as needed, for
protecting the overall integrity and efficiency of RCB network.

7. [Viruses] | shall maintain my computer on this network with current virus
detection software and current updates of my operating system, and I shall attempt
to keep my computer free from viruses, worms, trojans, and other similar
programs.

8. [File Sharing]I shall not use the IT infrastructure to engage in any form of
illegal file sharing (examples: copyrighted material, obscene material). In particular,
I have noted the following:

Electronic resources such as e-journals, e-books, databases, etc. made available by
the RCB Library are for academic use. These resources can be searched, browsed,
and material may be downloaded and printed as single copies of articles as is done
in the case of printed library material. Downloading or printing of a complete book or
an entire issue or a volume of one or more journals (called systematic downloading) is
strictly prohibited. Use of robots, spiders or intelligent agents to access, search
and/or systematically download from the e-resources is also prohibited. Any
violation of this policy will result in penal action as per the rules and regulations of
the Institute. I am aware that Systematic downloading will result in the publisher
blocking the entire community of users at RCB from accessing these resources.

9. [Security] [ understand that I will not take any steps that endanger the security
of the RCB network. Specifically, I will not attempt to bypass firewalls and access
rules in place. This includes not setting up servers of any kind (examples: web,
mail, proxy) that are visible to the world outside the RCB campus. In critical
situations, RCB authorities reserve the right to disconnect any device or disable
any account if it believed that either is involved in compromising the information
security of RCB.

10. [Penalties] | understand that any use of IT infrastructure at RCB that
constitutes a violation of RCB regulations or GOI regulation or is an offence under
IT Act or other Acts framed by GOI from time to time, could result in administrative
or disciplinary procedures apart from those admissible under relevant acts.

11. I will not hold RCB responsible for loss of any data or financial losses due to
activities conducted over the RCB network. Since research materials in RCB are
accessible to others, I promise to not transmit data that does not belong to me
using the RCB network, failing which I will be penalized appropriately. I
understand that access to the RCB network will be terminated when I cease to be
part of the academic programmes in RCB.
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12. [Indemnity] I understand that RCB bears no responsibility whatsoever for
any legal action threatened or started due to conduct and activities of staff in
accessing or using these resources or facilities. I indemnify RCB against any and all
damages, costs and expenses suffered by me arising out of any unlawful or
improper conduct and activity, and in respect of any action, settlement or
compromise, or any statutory infringement. Legal prosecution following a breach of
these conditions may result independently from any action by RCB.

I have read the statement of the IT usage policy and agree with the same.

Date: Signature:
Place: Name:
Designation:
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USER PROFILE FORM FOR IT USERS

Staff ID

Name

Designation

Affiliation

Contact No

Email ID(s)

Period of use (if available)

RCB Email ID

Govt. Email ID

Details of computing Devices (Official) where network access has been granted

S.No.

Description

MAC Address

IP Address

Signature of user
with date

Details of computing Devi

ces (Personal) where network access has been granted

Other Details (if Any)

Note: At most 2 devices — 1 Laptop + 1 Tablet/iPad/ mobile phone (MAC addresses) for each Research
Personnel/Student will be registered with IT and allowed access to internet over wi-fi. Similarly 2 devices 1
Assigned Desktop + 1 Tablet/iPad/ mobile phone/laptop will be registered with IT and allowed access to
internet over wi-fi for administrative officers and staff .
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